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Agenda

1. User Research - What have we learned to improve the service?

2. Business Process - ldentifying current blockers to exporters and how they
can be improved

3. Service Design - What do exporters need from the service?

4. Content Design - How to streamline information shown to exporters, so that
it is concise and clear.

5. Technical Design - How will we make this all happen?

6. Roadmap - What are our future plans?



Service Design Hypothesis

The main objective of the service should be to

ALPHA
Allow exporters to select the right licence type, guiding them to open licences if appropriate.

BETA

Where a SIEL or other permissions is required, reduce the time taken to process licence

applications while still giving government departments the information they need to make good
decisions.



WHY research?



User research findings
Discovery phase
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\\e measure our sSuccess on
customer behaviour ?

By speaking to all users, we are able to identity
the outcomes In which
we measure the new platform against



The Build Measure Learmn diagram helps
us see that the real intent of building
S to test “ideas”
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Export & Import user’'s known Gov dept dependencies

Business size SMALL MEDIUM LARGE MACRO
(no of employees) (1-9) (20-140) (150 - 260) (10 000+)
2 Exp 2 Imp a 2 a 2 a a a 2
2 Eco = a a a
a MO0D a A a a
2 FCo 2 a a a
2 CESG 4 a
& HMRC a a a a
2 DECC a
2 DFID

2 DEFRA 2

2 DCms



Turnaround time

Exporters & Importers Pain points

Slow turnaround time leads to my customer using a supplier outside of the UK.

Sole traders or directors of small businesses don’t have an hour in their day to fill in an application.
Am | able to receive my license within 20 days, or do | have to wait the full 20 days?

What stage of the process is my application at? Out with other Gov depts is not helpful enough.
No ability to hold any apartment accountable from the applicants perspective.

An easier way to edit the amount of units to an already submitted license application order.

ECO & OGD Pain points

Quicker response from OGDs & agents.

Cases should be operated in parallel across different Gov depts.
Flag the stage of a case on the dashboard summary.

Flag when a particular case has received RFI’s back.

Need to be able to push applications back.

Submission date filters from low to high priority.

Only view information relevant to my job

Licensing team needs permission/functionality to switch contacts



Exporters & Importers Needs

Flag to indicate or highlight license expiry date.
Indication of a date when the applications passed through various checking points.

ECO & OGD Needs

No way of flagging urgent cases
Onus is on the Licensing unit to correct applicant’s mistakes.



Help”?

Exporters & Importers Pain points

What type of license do | require?

Can’t identify; who it’s going to, where it’s coming from & what the quantity is.
Found out I'd been applying for, and using the wrong type of license for a year.
As a frequent user, I’'m not being pointed or guided in the right direction.

No notification when a particular dept has checked and passed on my aplication

ECO & OGD Pain points

Companies aren’t alerted when OGLs are updated every so often.
Applicants not knowing how to navigate through the site, as the Ul is not clear enough.
Password resets aren’t clear, or users forget.



Account management

Exporters & Importers Needs

Able to upload products catalogue to the system.

A place to store your users details that you export to.

Simpler method of updating contact details for multiple users
Choose your end user or consignee through your address book.
Archive area to find previous licenses from a particular period
Share workbaskets internally.

ECO & OGD Needs

Company information should be stored in one place.

Able to open any uploaded document to the system.
Accommodate 3rd parties inputing information to the system.
Conclusion of summary area with regards to an overview.
Able to upload supporting documents.



Exporters & Importers Pain points

Wasting a lot of time applying countless times when it’s the same kit and the same end user.
Can | not just set up my application through a history of previous applications?

Constantly having to upload my RFD to the system.
Copy and paste products information from our internal system to the applications product list.



Potential areas and solutions in identifying the Key Success factors

Help

Educate applicants, guide them to an appropriate license. Time is a factor. Instant online chat or direct

line, where is my application, ECO & OGD benefit by helping the applicants, small teams so resources
are stretched.

Register

Applicants need to register before they can apply for a license, unregistered users create the most RFI’s,

difficult to track from an audit point of view. Easier to manage your account as a sole trader or large
business.

Customisable dashboard

Able to manage their account, information available based on permissions. Flag areas of priority, escalate
applications. Customers contacts list, company site addresses. Track the processing status & targets.

Simple interface

Better Ul, automated & intuitive. Easy to find guidelines, accessibility issues, legible text, reduce tooltips in
being more informative. Easier |IA unrestrictive navigation.
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Common issues with existing processes

Apply for
permission

Mix of paper and
online systems

Speed, security
and cost of posted

Initial assessment

Time consuming
data entry of

documents application forms
Unclear on Time spent
Identify comed information Account advising on status E dvi
S required of application xpert advice
permission management
Duplicated effort No connection Single owner
Unaware when applying for Information not with previous or creates difficulties
permission multiple shareable across other in progress if they are away Deciaon
required permissions shizehlzarsh applications Management Compliance
Difficulty tracking Speed, security
Difficult L herof and chasing advice F Duplicated effort
Apphy forincorrect Long processing 2 ity A LMy i g and cost of posted Limited el
e & managing account manual checks offline ot communication of by government for
25 e information carried out changes single company
Information not Permission
A h No visibility of Inf ati T i i
pp_ll,rfnr en D‘.'IEtI i _v o T DI n Drm_ ion no pruw_ded_u_r not provided does not Difficulty making Mot always aware
permission not application B provided or easily visible ahlways meet bulk ch of changes made
required pProgress incorrect customer needs LRSI to permission
Neo connection
Multiple s Unable to view or Single owner with previous or Often no Hard to manage Lack of visibility of
permissions manage creates difficulties other in progress permiission is due to lack of permission makes
2 outcomes fiset i IEERE F St £
required permissions if they are away applications required visibility it hard to comply
APPLICANT APPLICATION PROCESSING

PERMISSION LIFECYCLE




The way forward

“ Management

Identify correct permissi» Apply for permission\/ Initial assessment Expert advice Make decision Permission
e

GOV.UK guidance * Online application * No more data entry *  Advisors provided with ® Electronic notification * Visibility to applicant
Permission checker * Visibility of application * Automation of manual access to system ® Supported by paper * Communicate changes
Goods classification progress processes * Offline advice version if required * Bulk management
tool * Submitted * Automation of checks automated via email ® Visibility of related actions

*  OGEL suitability tool electronically against other systems *  Visibility of related outcomes

* Commodity code ® Reuse information *  Visibility of related applications and
loakup across applications applications and outcomes
Advice services outcomes ® Key supporting
Support helpdesk information prominent Compliance
Live chat

* Share compliance
information across
government
HMRC data pilot
Reduce duplication
across government

Customer Relationship Management

*+  Single customer record *  Customer visibility and management of permissions
+ Handle mergers, acquisitions, cease trading, etc & Reuse information across permissions (e.g.
® Customer visibility of application progress products, clients, certificates, etc)

s Improve consistency of decisions
& Single compliance record




Guide customers to what they need

Importing, What are your
exporting, goods /
permissions? services?

Where are What you
they going? need to do



Understand the current licence portfolio

exportinside EU, not covered by OGEL

export cuside EU, below EU threshold but above OGEL threshold

UK Licence

export outside of EU
PSS EE SR S EU Licence
above EUTI and OGEL

Permanent
only national organisations or have collections in their care

Sub Types
SULTNDES J
can be renewed | OIEL

Scanibe redewed =

3years

Allows multiple end nsers
Temporary

May be upg to a permanent licence

. Transhipment
Standard Individual Export Licence /

%

valid for itermns of interest that are below set value threshold

goods shipped through UK

__2year expiry or until quota met
low numbers

Setvalue / quantity of goods
vehicles

Special Types

\_ Single consignee / end user
music intruments

Origin outside of EU
Standard Individual Trade Control Licence

Trade control version of SIEL

Certificate of Free Sale
confirm goods meet UK standards

Military / Dual Use

Dealer

Sub Types UK Continental Shelf

Media

goods subjectto EU quotas and tariffs

_Licences, Permissions and Clearances

Cryptographic
countries with import sanctions

\_Import Licence

Open Individual Export Licence

Wwalid 3 years EU or 5 years outside EU
firearms and ammunition

Unlimited export during licence validity

Mo limit on recipients

generally only sectors required, named end users in special circumstances only
Exhibition Clearance

clearance of material used to exhibit security graded goods

Trade conbol ve
Open Individual Trade Control Licence

o L OIEL

Origin outside of EU

Private Venture Grading
security grading of privately developed goods

Set goods, destinations and conditions that must be met
Registerto use
Subjectto

Open General Export Licence

requested by governnment when gifting goods to foreign entities

pl e checks
\__Unlimited export

End User Advice Service
MOD Form 680
clearance for release of classified information/equipment

Advice on end user destinations
live animals and animal products

Control List Classification Advice Service

Exports |

plants / plant products

Advice on classification of goods
Animal / Plant passpors

\ | \
plants / plant products ; n | | \_Global Project Licence
e B imperts |
live animals and animal products )

similar to OIEL

for framework agreement (FA) pariner states

allows more sensitive goods and different durations
0issuedin 2014/15

Certificate of Free Sale

A
confirm goods meet UK standards

enadangered species and progeuts _f
imports and exports

Certification schemes \

Scientific licences




Permissions Checker
Legend

D User Decision

{Impord or Permissian/
[Import
D System Dedision l oo o
Typeof goads or [Export]
sarvices?
Classification Search Tool
Commodity CodeTool| | Typeof gonds
or sarvices?

[ves]
Dercgation and Snctions

What isthe.

General Import 5
destination/s?
i

Private Venure e Certificateof Free
Grading on Qesrance) MoD Farm 680 Sale [CF)

Impart Licensing
Branch Advice

Cutural Miltary / [Milicary /
Iof N ;’Su":] DualuseGoods]
[N / Net Sure] Identify possible OGELs
Goods/ End Open General
Arts Council el
Advice Services :
Unknown Allocation

INo] Finandial Assistance.

) A

Wihat isthe valus o
the goods?

Technical Assistance|

Dangerus Drugs

Radioactive Sources.
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OGEL Registration

-5 -~ 8

Identify permissions Suitable for OGEL Submit registration request

1 {i N

Advice services Review registration Create customer account

| ' 4

Receive permission



Multiple Permissions

' i
rr It rr
rr rr rr

Identify permissions Multiple permissions Provide information common Submit to relevant departments

l I required to each permission once
Assessment and review Create customer account Assessment and review

~“

Receive permission Receive permission







Who are the users of the service?

Applicant

New User
o
O Individual
o
() Micro Business
o
(O sME

o

0 Large Corp

ALSO...

Q

0 techUK

Q

() MSI (Maritime Security Industry)
Q

() EGAAD (Trade Licensing)

Q
O Freight Forwarders

Q
() Logistics software

ECO

o]
0 Licensing Reception

o) |
0 Enforcement Unit

|

@]
() Tech. Assessment

0 |
() Licensing Unit ——

o]
() Licensing Unit Mngr

o
() Special Case Work
Unit

o]
() Compliance Unit

New User

Export Users

Advisors*

Q

() ELC (Licence Reception)
Q

O Advisor

Q
() Countersign Officer

FCO

Q
() Generator (Licence Reception)

Q
O Advisor

Q
0 Countersi

New User

* DEFRA & DCMS currently
not using SPIRE

Other Users

o)

(O HMRC NCH
(Nat. Clearance Hub)
o)
0

HMRC CIT

(Criminal Inv. Team
©)
() Border Force

®)
(O Intelligence Serv.

DO

Police

(3 System Hacker

New User

Admin

@]
() Tech Office Mngr

o]
() Searchable DB
Admin

]
0 Inter Export

New User

Applicants

o
O small Business @

(New User)

o]
0 Small Business @

(Regular User)

@]
O Large Business @

(Regular User)

Personas
ECO Advisors
o o)
0 Licence O | O Desk Officer
Reception

(@]
() Licence Officer ©

Other Users

0
0o 0 HMRC (Snags) @

o
() System Hacker




How are they using it?

Applicants (export)

THEMES

EPICS

USER
STORIES

TASKS

THEMES

EPICS

USER
STORIES

TASKS

Education

Do | need a licence for ~ What type of licence do | need to apply for?

my export / import?

-or-

Who provides that licence?

What is the timescale for getting my licence?

My goods have been
stopped at Customs -

what do | do?

Google  Find Use Use

search relevant Goods OGEL
information Checker ~ Checker
on GOV.UK

Application status

| need to check the progress on my
application and speak to someone if | have
queries.

Query Email Phone Get
application ~ query  query notifications
status

Email Phone Read
query  query help
text

Application management

End-user
advice
service

| want to amend the status of my

application

Update Withdraw
application ~ application
(in case of

RFI)

Appeal
decision

Account creation

| need to create an account before | start my
first application.

Control list Create Create Associate my
classification account account individual
advice (individual) (organisation /  account with
service company) an
organisation /
company

Account management

| need to update or amend my user account.

Manage Surrender  View/download Manage  Manage

current licence licenses current account

applications licenses  (individual)
(CIEL)

Application
I need to I need to
apply fora reapply for a
licence (or licence (or
status or status or
permission) permission)
for my export/  for my export /
import. import.

Complete application forms

Manage Associate an

account individual

(organisation  account with

/ company) my
organisation
/ company



User personas
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User personas

Profile:

Activities:

Goals:

Small Business
(regular user)

MD of a components manufacturing company with 8 staff.
Manufactures components which can fall into a dual-use
category. Licensing has to be done alongside ‘day job' of sales,
marketing & running the company. Makes applications most
months.

« Licence application
* Answering RFls

| want faster application processing: "We compete globally. We
win business on quality and lead times but we're facing stiff
competition from companies in other countries who don't care
about licencing.”"

| want BIS to treat me like an account: "Lots of my applications
are virtually identical so why does each one have to go through
the whole process?"

| want training & guidance: “Maybe | can use an OGEL but there
are 50 types, | don't know where to start. | just apply for a SIEL
every time.

| want to be able to amend applications: "If my customer
amends the order - let's say they want to add a couple of pieces
- | have to do a whole new application. Which is another 4
weeks."

| want to be able to provide key information once (e.g. address
details, information about goods)

| want to be able to store commonly used information (e.g.
clients, product lists, firearms certificates)

Do | need a licence for my export?

What type of licence do | need to apply for?

| need to apply for a licence (or status or permission) for my export

I need to reapply for a licence (or status or permission) for my export

I need to check the progress on my application and speak to someone if | have queries

| want to amend the status of my application

I need to update or amend my user account

<
<
m
b,
0
7



Top 3 objectives for Alpha

- Guide exporters to the correct licence type (OGELs where appropriate)
- Reduce RFlIs: 50% of all SIEL applications

- Scope and partially prototype CRM, with the ultimate objective of
all exporters having a single customer record



Beginning design of the applicant journey
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Review of existing SPIRE content

* Link mapping — what goes where
« |dentify duplicate info
* Review any original documentation on SPIRE development — why it is how it is

This is one sinEIe page of guidance within SPIRE...

2 T S —

DISCOVERY



Goals!

Improve the user experience for external users (importers and exporters)
and internal users (licence approval teams, case officers)

Simplify content while maintaining factual accuracy

Consolidate as much information as possible in as few places as possible

Reduce the amount of paper correspondence still required during
the application process — e.g. end-user undertakings

DISCOVERY
and beyond



Technical Architecture




LICENSING APPLIC

LICENSING PLATFORM

GOV.UK Support CRM Assessment
cavuE Epaionel Advice Service Live Chat i Customer Sotptig o £ss
DT i) Company Senice Person Service S Destina o Saice >t
Licensee / Government International
Licensing 7 Permissians Applications Gt ‘ Email / Contact ‘ | il | Financial Sanctions | sl Denials
Pairrschn Checker OGEL Suitability OGEL Sul_tabmty
ecker Service REI
Company APls
QGEL Application QGEL Internal
il | OGEES ey | Processing \ Companies House ‘ EORI Validator ‘ | Mint |
Reusable
GDV‘UKV.em"y Huthertication UserA:.munt
Integration Service i ARiE
Export Licence Export Licence Export Licence
Application Farm Internal Processing Service A Charging / DUeS COARM MTCG
Payment
Advice App Advice Handling Advice Service )
Wassenaar Australia Group NSG
F680 FF\:[:'IF\‘GUDH ‘ ‘ Fgéfgc\en:::‘n;l ‘ ‘ F680 Service ‘ e ;
EsS UN SCR Sanctions e fnn
‘ Compliance ‘ ‘ MaI;J:E:::ent
2 FCO Intemational
Arts Council / 3
Deta Ao Internal Processing ”'I ‘ Services m

EXTERNAL INTEGRA

Data Licence Data / Application APls
SPIRE CHIEF Ot Licence Data Application Status
Dedaration Service
[ . GOV.UK Pay 1G@B Data Pilot SIGL New Application Iotification of
Functional Architecture ‘ —

GOV.UK Notify | | Trade Tariff |




GUlde eXporterS e I GOV.UK

Help exporters find out ]

what they need to do

Exporters apply fo
an OGEL

LICENSING APPLICATIONS

GOV.UK

Documentation

Export Control
Homepage

Support

Advice Service

Live Chat

Licensing / Permissions Applications

PRk OGEL 5 uitability OGEL Suitability
Checker Service
=
OGEL Application QGEL Service OGEL Intgrnal
Form Processing
v
Company
Registration
Export Licence Export Licence Export Licence
Application Form Internal Processing Service

Advice App

Advice Handling

Advice Service

F620 Application FG80 Internal F680 Service
Form Processing
Compliance eenes
P Management

Internal Processing

Arts Council /
Defra Apps

| —"

Services ”




Single

customer

record

LICENSING PLATFORM

CRM Assessment
Goods
: - Customer Country / Tt
Company Service Person Semvice DaaiE Bt oS eriee 03;:2?::0” E55
Licensee / - Government . . . International :
i oiasis aovice Email / Contact Da: Haed Financial Sanctions e Denials
| »
RFI
Company APls
Companies House EQRI Validater Mint
Reusable
GOV.UK ‘u’lenfy ARe G UserAclcount
Integration Service Assessment APls
: Charging / DUeS COARM MTCG
Review
Payment
Wassenaar Australia Group NSG
Ess UN SCR Sanctions HRl pancial
anctions

FCO Internaticnal
Sanctions




EXTERNAL INTEGRATION

Data Licence Data / Application APls

SPIRE CHIEF Customs Licence Data Application Status

Dedaration Service

Motification of

GOV.UK Pay 1G@B Data Pilot SIGL MNew Application Revotalions 3

GOV.UK Motify Trade Tariff

Lots of other systems to integrate with!



Data Flow

OGEL Suitability

h 4

OGEL Application
Form

Checker Permission Checker
4 B K
|
OGEL Suitabil
Se:rlwcae 5 | OGEL Service
. %

>
[

> Cempany
Registration

'Y

Country / Destination
Service

Goods Classification
Service

b

[

L

»| Company Service |4

A

Companies
House

APIs

). 4

EORI
Validator

Customer
Dashboard

b

Licensee /
Customer Service

¥

»|  Authertication |«

A

Company Data

Applications
|
l v ¥ Services
2 User Account
Person Service Servi
ervice
A A
Persistent Storage
y k.
Customer Data Person Data User Account Data



Technologies

HTTPS

|

Firewall(s)

r

HTI

b

HTTRS
Firewall(s)
TN — HAProxy /F5 e
Apache Web Server Apache Web Server
v v
Applications Public APIs

HTMIL | Css | 15 JSON | AL I SOAP
GOW.UK Frontend Toolkit Spark Framewaork ‘ lava
Play Framework | Java Apache Tomcat

Apache Tomeat
HTTP or gRPC
HTTF or RFC
Services Services
JSON | Consul Agent JSON | Consul Agent
HTTP
Spark Framework I Java | " orzrrc ™ | Spark Framework | Java
Apache Tomcat Apache Tom cat
3
Y
ORM
SQLite Postgres Cthers?

Infrastructure Management

| Consul Server |

| Puppet |

| Zabbix |
| Watcher |

Analytics

Elasticsearch

Logstash




Technologies

HTTFS HTTPS
i |
Firewall(s) Firewall(s) More detall to
e — HAProxy /F5 e 4

Apache Web Server

[

AP

Apache Web Server

Canuse almost .

¥

Applications

HTMIL | Css | 15

GOW.UK Frontend Toolkit

Play Framework | Java

Apache Tomeat

I

AlP

¥

Public APIs

JSON | AL ISOAP

Spark Framewaork ‘ lava

Apache Tomcat

T
HTTF or gRFC

any programming
language here

¥

Services

JSON | Consul Agent

HTTP ar gRPC

Services

JSON | Consul Agent

HTI

HTTP
Spark Framework I Java | *forzrre ™) | Spark Framework | Java
Apache Tomcat Apache Tom cat
3
Y
ORM
SQLite Postgres Cthers?

Infrastructure Management

| Consul Server |

| Puppet |

| Zabbix |
| Watcher |

Analytics

Elasticsearch

Logstash

come here



Live
2017 — Ongoing iterations

-, - / . Parallel running & data
— ""'-... '_.__..-" migration
W e . Implement advisory
b il services

Import Licenses — Import
& CFS
MOD — F680, Private

. Venture,Gifting,

-

Exhibition Clearance
Arts Council

HMRC

Defra

Home Office
Charging

BC - Draft




Any questions?

Please follow our blog for weekly updates
and to provide feedback.
https://importexportlicensing.blog.gov.uk




